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1. INTRODUCTION

1.1. PURPOSE

For a CRAMM review to be conducted successfully it must be planned and
managed effectively. To achieve this objective it is recommended that CRAMM
reviews are planned and managed using a well defined project management
method such as PRINCE (PRojects IN Controlled Environments).

PRINCE is a structured method for effective project management. It is a de facto
standard used extensively by the UK Government and is widely recognised and
used in the private sector, both in the UK and internationally. PRINCE, the method,
is in the public domain, offering non-proprietorial best-practice guidance on project
management. PRINCE is a recommended standard within many government
departments and is becoming widely used in the private sector.

PRINCE is capable of being used on a wide range of projects from the very large to
the very small. This guide sets out how PRINCE can be used to ensure that a
CRAMM review meets its objectives and is carried out within the time and budget
allocated. Even if PRINCE was not used to plan and control the project, similar
techniques would have to be used to ensure that the review met all its objectives
with the allocated time and budget. Many of the concepts embodied in PRINCE are
already present in the structure of CRAMM and so the imposition of PRINCE
techniques should not cause any difficulties or unnecessary expense. In fact, in
many cases using PRINCE can produce savings through improved efficiency and
control.

The use of PRINCE adds value to a CRAMM review by:

+ explaining what reports will be produced during the review and helping to
ensure that these are produced on time and to budget;

¢ improving the planning process, leading to more effective estimation and use
of resources;

¢ making the project's progress more visible to management;

¢ helping to establish the objectives of the CRAMM review and ensuring that
these objectives are met;

¢ highlighting problems as they occur so that exception plans can be made and
management can be kept informed and in control;

+ allowing the review to be suspended and re-started, completely under
management control, at any time in the review's life;

¢ improving quality assurance, which in turn leads to quality deliverables and
the production of deliverables that are aligned with the objectives of the
review.

PRINCE requires that every project should have the following:

¢ a pre-defined set of end products;
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¢ a set of activities to construct these end-products;
+ a finite life-span;

¢ an organisational structure to control its progress;
¢ defined roles and responsibilities.

CRAMM reviews are well suited to those requirements and this guide provides
details and guidance about each of these aspects in relation to the management of
CRAMM reviews.

It is not the intention of this guide to show how CRAMM should be used for risk
analysis in systems development or other projects managed under PRINCE.

Please note, this guide has been written specifically in relation to the use of
CRAMM Expert rather than CRAMM Express. CRAMM Express is considered a
much simpler method, and a typical CRAMM Express review should be completed
in less than half a day, so many of the project management principals set out in this
document do not apply. Further information on CRAMM Express can be found on
www.CRAMM.com.

1.2. WHO SHOULD READ THIS GUIDE
This guide should be read by:

¢ Project Boards and Senior Managers who are responsible for overseeing
CRAMM reviews;

¢ IT Security Officers or Project Managers who are responsible for managing a
CRAMM review;

¢ CRAMM reviewers.

It is assumed that readers of this guide have a working knowledge of CRAMM, but
no previous knowledge of PRINCE. Background information on CRAMM can be
found in the CRAMM User Guide [Ref 3] or www.cramm.com. Further information
about PRINCE can be found at http://www.ogc.gov.uk/prince2/
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